Multidisciplinary Game-Based Approach for Generating Student Enthusiasm for Addressing Critical Infrastructure Challenges by Gardner, John F.
Boise State University
ScholarWorks
Mechanical and Biomedical Engineering Faculty
Publications and Presentations
Department of Mechanical and Biomedical
Engineering
1-1-2016
Multidisciplinary Game-Based Approach for




© (2016), American Society for Engineering Education, Proceedings of ASEE Annual Conference (New Orleans, LA).
Paper ID #15948
Multidisciplinary Game-based Approach for Generating Student Enthusi-
asm for Addressing Critical Infrastructure Challenges
Mr. Timothy R McJunkin, Idaho National Laboratory
Timothy R. McJunkin is a Senior Research Engineer at Idaho National Laboratory in the Energy and
Environment Science and Technology Division, since 1999. He has also served as an adjunct instructor at
Idaho State University, teaching control systems and resilient controls systems. Prior to joining INL, he
was a design engineer at Compaq Computer Corporation in Houston Texas. Mr. McJunkin is the principal
architect of the Grid Game developed for the Resilient Control Systems class.
Dr. Craig G Rieger, Idaho National Laboratory
Craig Rieger, PhD, PE, is the Chief Control Systems Research Engineer at the Idaho National Laboratory
(INL), pioneering multidisciplinary research in the area of next-generation resilient control systems.
In addition, he has organized and chaired eight Institute of Electrical and Electronics Engineers (IEEE)
technically co-sponsored symposia and one National Science Foundation workshop in this new research
area, and authored more than 40 peer-reviewed publications.
Craig received B.S. and M.S. degrees in Chemical Engineering from Montana State University in 1983 and
1985, respectively, and a PhD in Engineering and Applied Science from Idaho State University in 2008.
Craig’s PhD coursework and dissertation focused on measurements and control, with specific application
to intelligent, supervisory ventilation controls for critical infrastructure.
Craig is a senior member of IEEE, and has 20 years of software and hardware design experience for pro-
cess control system upgrades and new installations. Craig has also been a supervisor and technical lead
for control systems engineering groups having design, configuration management, and security responsi-
bilities for several INL nuclear facilities and various control system architectures.
Dr. Aunshul Rege, Temple University
Dr. Rege is an Assistant Professor with the Department of Criminal Justice at Temple University. Her
main areas of research include critical infrastructure resilience and protection, cyber and cyber-physical
security, infrastructure planning and policy, and global security and international affairs.
Dr. Saroj K Biswas, Temple University
Saroj Biswas is a Professor of Electrical and Computer Engineering at Temple University specializing
in electrical machines and power systems, multimedia tutoring, and control and optimization of dynamic
systems. He has been the principle investigator of a project for the development of an intelligent tutoring
shell that allows instructors create their own web-based tutoring system. His current research focuses on
security of cyber-physical systems based on multiagent framework with applications to the power grid,
and the integration of an intelligent virtual laboratory environment in curriculum. He is an associate editor
of Dynamics of Continuous, Discrete and Impulsive Systems: Series B, and is a member of IEEE, ASEE,
and Sigma Xi.
Dr. Michael Haney, University of Idaho
Dr. Michael John Santora, University of Idaho
Dr. MIchael Santora is a Clinical Assistant Professor at University of Idaho since Fall of 2013. He has
worked in industry as a R&D Controls Engineer creating OEM machinary. He specializes in controls,
embedded systems and automation.
Dr. Brian K. Johnson, University of Idaho, Moscow
Brian K. Johnson received his Ph.D. in electrical engineering from the University of Wisconsin-Madison
in 1992. Currently, he is a Professor and the Schweitzer Engineering Laboratories Chair in Power Engi-
neering in the Department of Electrical and Computer Engineering at the University of Idaho (Moscow,
c©American Society for Engineering Education, 2016
Paper ID #15948
Idaho). His interests include power systems applications of power electronics, power systems protec-
tion and relaying, resilient operation of power systems, applied superconductivity, and power systems
transients. Dr. Johnson is a registered professional engineer in the state of Idaho.
Dr. Ronald Laurids Boring
Dr. D. Subbaram Naidu P.E., University of Minnesota Duluth
Dr. D. Subbaram Naidu did his graduate (M.S. & Ph.D.) work in Electrical Engineering with an emphasis
in Control Systems at the Indian Institute of Technology (IIT). Professor Naidu held various positions with
IIT, the Guidance and Control Division at NASA Langley Research Center, Old Dominion University, the
Center of Excellence for Control Theory at the United States Air Force Research Laboratory (AFRL),
the Center of Excellence for Ships and Ocean Structures (CESOS), Measurement and Control Laboratory
at Swiss Federal Institute of Technology, the Universities of Western (at Perth) and Southern (Adelaide)
Australia, and East China Normal University. Professor Naidu was most recently with Idaho State Uni-
versity (ISU) during 1990-2014. Professor Naidu joined the University of Minnesota, Duluth on August
25, 2014 as Minnesota Power Jack Rowe Endowed Chair for Energy and Controls, and as Professor in
Electrical Engineering.
Dr. John F. Gardner, Boise State University
Gardner is Director of the CAES Energy Efficiency Research Institute (CEERI) and professor of mechani-
cal and biomedical engineering at Boise State University, where he has been a faculty member since 2000.
Through CEERI he leads research, outreach, and educational efforts to promote the efficient and effec-
tive use of energy. He received his Bachelor’s degree from Cleveland State University in 1981, and his
M.S. and Ph.D. (all in Mechanical Engineering) from Ohio State in 1983 and 1987, respectively. He has
published more than 60 peer-reviewed research papers, 2 textbooks and has been awarded 3 US Patents.
He is a registered professional engineer in the state of Idaho and a Fellow of the American Society of
Mechanical Engineers.
































































































































































































































































































10  0  0  Complete Development of Concept 
6  4  0  Implemented Prototype 
9  1  0  Conveyed Knowledge of Critical Infrastructure 
0  5  5  Considered Cyber Security 
2  3  5  Considered Human Factors 
5  4  1  Included Other Resilient Concept in Depth 
5  5  0  Clearly Conveyed Project in Presentation 
7  3  0  Clearly Described Project in Paper 















































Mean  3.75  2.375  4.25  3.8  3.6 
Range  3 to 5  1 to 3.5  4 to 5  3 to 4  2 to 4 
 
2014 
Mean  3  1.25  3.25  N/A  N/A 
Range  3  1 to 1.5  3 to 3.5  N/A  N/A 
 
An additional positive outcome to the ResCS course is the acceptance of concepts from this 
course into a new course titled, Grid: Resiliency, Efficiency and Technology at University of 
Minnesota Duluth (UMD) first taught in Spring 2016. 
ECE/CJ Course Outcomes 
The joint exercises at Temple University focused on the nexus of ​multidisciplinary​ experiential 
learning in power grid cybersecurity.  Experiential learning is defined as learning through action, 
experience, and discovery and exploration.​7​ This joint ECE/CJ exercise offered valuable 
experiential learning experiences for both  students in two important ways: 
1. Discipline­Specific Experiential Learning  
ECE students experienced the impacts of real time cyberattacks on the power grid, from stability 
of the grid to power quality evaluation to power market. ECE students were asked to share their 
thought process as they made engineering decisions along the way. Students were asked to write 
their project on few broad areas:  
i. Microgrid stability in the event of a cyberattack: Here stability of the generator should be 
discussed using swing equation under various scenarios due to cyberattack, such as loss 
of a generator, loss of the generator controller, remedial actions of stabilizing the grid. 
ii. Grid security: Here students were asked to discuss their experience of an attack, and 
defense actions following the attack.  Students were also asked to write why they had 
chosen the particular defense actions. 
iii. Generator control system: In this part students were asked to discuss the effects of a 
proportional­integral­derivative (PID) controller in the generator control loop, and how 
they reconfigured the controller on the fly in the event of a cyberattack. 
iv. Energy source: In this part students were asked to discuss the effects of generator inertia 
on system stability, and on whether the generator inertia can play any role in maintaining 
stability in the event of a cyberattack.  Students considered hydro, conventional fossil, 
and wind generators as their energy source. 
v. Energy storage: Students had the option to purchase battery storage as one of the ways of 
maintaining stability of the grid, and were asked to discuss effects of energy storage, if 
any, on stability in the event of a loss of generator due to an attack. 
vi. Energy trading: In this part, students looked into how cyberattacks impacted their 
microgrid business.   
CJ students got a snapshot of what cyberattacks against power grids might look like and an 
intuitive experience of attackers and defenders ‘in action’.​ CJ students observed ECE students' 
decision­making with regards to security (purchasing defenses such as firewalls, antiviruses, 
tuning generation control gains, etc), group dynamics and division of labor. Collectively, these 
experiences simply cannot be obtained by reading about cyberattacks through traditional 
coursework.​7​ Furthermore, CJ students could improve their hands­on research skills by 
conducting interviews and observations. Students were asked to write their reports on the 
following areas: 
i. Team dynamics: This component examined how ECE students, who played the role of 
power grid administrators, worked in groups. It addressed any divisions of labor with 
regards to maintaining grid operations, decisions on purchasing cybersecurity products, 
and any conflicts between members (and how these were resolved). 
ii. Team strategy: This component examined whether ECE students had a particular strategy 
to ensure they were successful at maintaining their microgrids, generating revenue, and 
successfully fending off (or minimizing the impact of) cyberattacks. 
iii. Team preparedness: This aspect focused on whether ECE students were prepared, knew 
the various elements of the Grid Game, and understood what different cyberattacks did to 
their systems. 
iv. Methodological issues: This section asked CJ students how they felt about doing 
hands­on research, any difficulties they experienced in observing and interviewing ECE 
students, and also reflections on what they could have asked or observed. 
2. Multidisciplinary Experiential Learning 
ECE students and CJ students rarely get to work on joint course projects. In fact, to the best of 
our knowledge, we are not aware of these two disciplines working together in the context of 
educational settings. Here, ECE and CJ students worked together in two ways. First, once the CJ 
students designed the interview questions, they practiced these questions on ECE graduate 
students to become more familiar with how the grid worked, whether their questions made sense, 
and used any feedback to revise their question set. Second, during the joint exercise, CJ and ECE 
students had conversations about strategies for securing the grid and maintaining operations. CJ 
students understood the ECE (plant operator) mindset; ECE students had to concisely formulate 
and justify their decisions with regards to grid functionality and cybersecurity measures. In doing 
so, ECE students improved on their analytical ability, verbalized their thought process, and 
defended their decisions (even if on occasion they made errors). 
Thus, the joint exercise had multiple benefits, such as breaking down disciplinary stereotypes 
and barriers, fostering dialog across ECE and CJ disciplines, and ultimately understanding and 
appreciating that cybercrime and cybersecurity could (and should) be researched via multiple 
lenses. Thus, this exercise encouraged multidisciplinary dialog between the two groups of 
students, which is reflective of the real world where joint approaches to infrastructure security 
are needed. 
Conclusions/Future Plans 
Conclusions 
The instructors for both the ResCon and ECE/CJ courses have drawn conclusions with some 
common themes. The Grid Game was shown to be device with high utility in exploring many 
disciplines in an intuitive manner while providing the students with opportunities to expand and 
improved concepts of resilient controls through the game.  
ResCS: As in past years, the students indicated that they enjoyed the class as a unique 
opportunity to look at systems with a holistic perspective. The game play added to the enjoyment 
and enthusiasm of the students. The course projects once again add to the list of interesting 
concepts that would make good additions to the current game platform. Unfortunately, the 
compactness of a study of the large area of ResCS into one semester did not leave sufficient time 
for full implementation. Several teams have expressed interest in continuing the development of 
their concepts with one student accepting an internship on a related project at INL. Student 
feedback has been sought and in general supports the conclusion that the course has value but 
can be improved through continued improvement in connecting the interdisciplinary topics and 
the possible creation of a reference textbook to formalize the curriculum. Though the diversity of 
the subject areas is challenging to the students, in general the students classified the course as 
easy, suggesting the that level of rigor could be increased somewhat without losing engagement 
of the class.  
ECE/CJ: While the Grid Game cyberattacks are not representative of actual cybersecurity 
breaches on the US power grid, it nonetheless allowed ECE students to play the role of 
administrator of electric utilities of a simulated microgrid, provided an opportunity for both ECE 
and CJ students to experience in real time of what might happen in a real life cyberattack on the 
power grid, and allowed CJ students to do hands­on research in an otherwise technically 
dominated area of cybersecurity. Thus, this joint Grid Game exercise at Temple University 
promoted multidisciplinary experiential learning, innovative research, dismantled disciplinary 
boundaries, and enhanced student experiences. 
Future Plans 
The ECE and CJ students are repeating this joint exercise in the Spring 2016 semester and will 
work with INL to design specific cyberattack scenarios to better assess how ECE students 
manage their grids and how this might impact CJ students’ interview and observation tactics. 
Temple University is also working with INL to capture information on ECE students’ 
performance through technical logs, which will allow for a more thorough measurement of ECE 
student performance, evaluation of Grid Game’s current functionality, and improvements in 
terms of the software program and joint project. 
In the RecCS course, a better mix of student disciplines is desired. Future iterations of the class 
will focus on this. The ResCS instructors plan to attempt to augment the participation from the 
disciplines outside ECE by incorporating short modules in core classes of the subject areas of 
human factors, cybersecurity, and other relevant disciplines to introduce the concept or ResCS 
and encourage participation in the ResCS course. To provide more in depth exploration and 
completeness of projects the ResCS course will have an optional second semester structured as 
an undergraduate capstone or graduate thesis support to encourage completion of concepts into 
implemented designs. The team seeks to disseminate the successes of the course and the Grid 
Game to other universities and continue to encourage related disciplines at universities to 
participate in this interdisciplinary endeavor.  
Both the ResCS and ECE/CJ courses have identified the Red Team aspect of the Grid Game as 
in need of improvement to reduce the omnipotence of the game master making a more realistic 
attack frequency with potential for the Red Team to be “caught” or otherwise temporarily 
thwarted. As future work, the Grid Game will be augmented with a "Red Team" interface to 
program capabilities for cyberattacks to affect opponents' grid operations. These attacks will be 
available based on a point system in which attackers solve puzzles or implement various system 
attacks, requiring additional time and ingenuity to carry out.  
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